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Cyber Security

1. Assembly Test (AOI, X-Ray, ICT)
2. Programmierung (Boundary Scan, SMART ICT, Flashing)
3. Functional Testing
4. MES System
5. Key Management Server
6. ECU Database
7. Factory + After Sales

Overview

to the production facility of Tier 1is in many cases represented by a
manufacturing execution system [4). Via this communication path,
ECU-specific data can be transferred to the corresponding database
at the OEM (6], as well as security-relevant data, for example, from a
key management system (5).

If key provisioning, i.e. the generation of keys, takes place at the Tier1, these can also be
transferred to the back-end of the OEM. Alternatively, the security information can also be
transferred directly, without an intermediate MES, using the OEM-specific communication
interface.

Key Features

- Consulting & implementation of customer-specific cyber security requirements

- Secure OEM back-end connection via encrypted communication

- Encryption & decryption of the application software via MES, programmer and bootloader
- Mastering encryption methods like PGP, AES, RSA and ..Elliptic Curve Algorithm”

- Software and programming hardware for cyber security relevant applications

- Device reprogramming with active security functions via fieldbus interfaces e.g. for software updates
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